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Esafety at Easter

The end of the Spring Term brings a much needed two week break, and this year in particular 

the opportunity to enjoy some more leisure activities as social restrictions continue to ease. 

Sporting events are returning, lazy days in the park and even a spot of fishing may be on the 

agenda for some people. Whilst we begin to relax we have been reminded to be vigilant, and 

this extends to more than just the biweekly LFT process.

Every year in the UK, cyber crime costs businesses and individuals many billions of pounds. 

This however is just the financial cost. Victims of cybercrime will spend countless hours trying 

to take back control of their personal information, changing pins, passwords, long hours on the 

phone to secure compromised personal accounts. In addition the emotional costs, including 

feelings of invasion of privacy and anxiety are impossible to truly quantify. 

Preventative measures and spending on cyber security are expected to exceed $6 trillion in 

2021 (that is $6,000,000,000,000). To put it another way, that is more than twice the size of 

the UK economy in 2020.

End to end encryption, expensive anti-virus 

software and firewalls are all logical steps to 

safeguard your information, but the biggest 

security threat may inadvertently be you.



Phishing

Phishing (as opposed to fishing - an innocent socially distanced activity based on or beside a 

body of water) is a cyberattack, which aims to target individuals to get hold of personal 

information including passwords, contact numbers and other sensitive information for nefarious 

purposes.

Over the past few months, with many people feeling both vulnerable and financially less secure, 

the reports of email and telephone scams have increased dramatically - some even asking for 

personal data in order to arrange a bogus COVID vaccine appointment.

In March alone, I received numerous calls and emails from... HMRC (Tax Office) to tell me that a 

warrant was out for my arrest;  BT, Virgin, EE AND Vodafone all called to inform me that my 

internet was about to be cut off; and a long forgotten Zimbabwean gentleman asked me if I 

could ‘look after’ $10 million of money that had come into his possession -  if I could just 

confirm my bank details first. Whilst some of these attempts at phishing were ludicrous, some 

are more realistic and it is possible to understand why some people might fall into the trap of 

divulging information.

By visiting the verified 
PayPal website or app, 

this can easily be 
checked if you are 

concerned, rather than 
clicking on the link.



Phishing

The email below was received by a teacher at JHGS this month. The governor's name has been 

redacted, but It would not have been difficult for someone to find names of school governors 

from documents such as school newsletters.

They could have easily mimicked a member of staff instead.

Often criminals who engage in phishing 

scams will pose as a legitimate person or 

organisation. If you are unsure if the 

communication is legitimate, use the 

internet to find legitimate contact details for 

the person or company, and contact them to 

enquire.

If you cannot verify the information, report 

it, but do not respond. Responding is likely to 

increase the volume of phishing attacks that 

you receive.



Whatsapp phishing

You receive a Whatsapp message from a friend’s Whatsapp saying they’ve accidentally texted 

you a code which they need urgently - ‘could you copy and paste it back?’ Sure enough, a text 

message comes through almost simultaneously.  Instead of copying and pasting the code from 

your SMS message without thinking, stop and check.  If the text message comes from 

Whatsapp itself someone has hacked your friend’s Whatsapp account and sent a verification 

code request to Whatsapp - for your account.  This code if sent to them will then give them 

control of your own account - including, messages, contacts, photos, documents or anything 

you have ever sent via Whatsapp.  

  

Hello, sorry, I sent you a 6-digit code by SMS 
by mistake, can you pass it to me please? It is 
urgent

17.25



Pharming

Pharming is a cyberattack that aims to direct you to a legitimate looking, but unofficial website 

where your information can be collected illegally. Often pharming links are embedded in 

phishing emails. Do not click on links, but use the internet or verified correspondence such as 

letters to find the genuine companies details if you want to follow up. You should report 

pharming attacks to the company being impersonated. They will have details of how this can 

be done on their website. Alternatively contact the National Cyber Security Centre (details at 

the end).

At other times the information we might share may seem quite innocent enough. Another 

stream of phishing uses social media platforms to run polls and ask questions. The purpose of 

these is to find out things such as your pet’s name, where you were born or even what your 

first family car was. A more malicious objective of some of these posts becomes clearer when 

you factor in that many people use a limited range of passwords - sometimes just one - and 

that these are often based on the answers that the above questions may elicit.

Password Security

Did you know that approximately 10% of all passwords come from a shortlist of only 25? Or 

that the password management service NordPass identified ‘123456’ as the most common 

password, with ‘123456789’ as second more frequent in the list?

Factoring in the prevalence of emails that harbour executable programmes to capture 

keyboard strikes or disclose your saved passwords, phishing, pharming and malicious emails 

are a significant issue that often rely on your judgement as a safeguard rather than an 

elaborate cybersecurity system. The most secure place to keep your password is quite possibly 

on a post-it note stuck to the front of your screen. 



What you can do to increase your esafety?

● The good news is that by knowing these scams exist, you are less likely to become a 

victim of them. Adopting a sceptical mindset and looking to prove that communications 

are genuine is a sensible approach to take.

● Check addresses carefully - does the email domain look genuine, or is it a string of 

random characters?

● Does the content of the message ‘scan’ correctly? Is the style of writing unfamiliar or 

unusual? If the message asks for information, does this seem reasonable? Often those 

responsible for phishing use poorly written prose in emails - but it is not sufficient to 

accept well written messages.

● Avoid sharing personal information (no matter how innocuous it may seem) publicly on 

social media, or to those who you do not personally know and trust.

● Change your passwords regularly (at least twice a year), using random strings of text, 

numbers and special characters where accepted. The longer the password the better. It 

can be difficult to remember these passwords, but encrypted password keepers on 

secure browsers or dedicated and reputable phone apps can be useful.

● A passphrase of random words with numbers in place of spaces can be easier to 

remember, sites like this: https://randomwordgenerator.com/phrase.php can help you to 

create one that is unrelated to information about you.

Further resources

The National Cyber Security Centre has detailed advice on how you can avoid phishing - you 

can access it here: 

https://www.ncsc.gov.uk/collection/small-business-guide/avoiding-phishing-attacks, as well as 

use the reporting function provided on their website if you experience any cyberattacks.

Kaspersky have also produced a detailed document on how to avoid phishing scams and 

attacks, you can access it here: 

https://www.kaspersky.com/resource-center/preemptive-safety/phishing-prevention-tips 

Enjoy your Easter. I am off to change my passwords, and plan how to spend that $10 million 

from Roger in Zimbabwe.

https://randomwordgenerator.com/phrase.php
https://www.ncsc.gov.uk/collection/small-business-guide/avoiding-phishing-attacks
https://www.kaspersky.com/resource-center/preemptive-safety/phishing-prevention-tips


Reporting concerns

If you have an esafety concern for your child, there are number of sources of help and advice. If 

the event takes place in school, during a school organised activity, or using school accounts or 

equipment, please email esafe@jhgs.bucks.sch.uk providing as much information as you can. 

Please note that this email is monitored by the safeguarding team, and it may be necessary to 

pass on details to other agencies including the Police.

You can contact the CEOP (Child Exploitation and Online Protection) team who are part of the 

National Crime Agency via https://www.ceop.police.uk/safety-centre/, for any activity you feel 

may be illegal, but you should contact the Police directly if you feel that your information is 

urgent.

Alternatively agencies such as Internet Matters, the NSPCC and Childline have reporting 

facilities for any other concerns that you may have. The Internet Matters page also includes 

information on how to report inappropriate social media posts.

Glossary on online terms

I hope that the information contained and referenced in this document has been useful and 

informative. I am very conscious that the online lexicon is ever changing and often confusing. 

As such Internet Matters have produced a comprehensive glossary of terms that can be 

searched here.

Mr J Turner

Assistant Headteacher – Curriculum, Digital Strategy & Outreach
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