
Summer 2022

Fake Tan & Fake News  - Keep yourself Esafe

As we swelter in a period of hot weather, and begin to plan our summer breaks, many of us will be checking

the weather forecast to see what lies ahead. Weather forecasting can be notoriously hard to predict -

particularly in the long term. When the forecasters do get it wrong it can be frustrating, but it will be an

honest mistake due to the uncertainty of the future - the very nature of forecasting. What it will not be

however is ‘fake news’.

Fake news is deliberate misleading or false information presented as fact. Those responsible for fake news have a

malicious intent to damage the reputation of someone or something, to deliberately present an inaccurate or

unbalanced version of reality, or simply to make financial gain at the expense of truth.

But why does this matter? Economists refer to something called symmetrical information. Symmetry is all about balance

- and in economic terms it means that everybody involved in a transaction (buyers and sellers) have the same

information available to them. It allows us to make ‘informed’ decisions based on all of the facts. The opposite is

asymmetrical information - where somebody (usually in a position of power like a seller) knows something that others

do not, and which would otherwise affect their opinion. As an example, if I was selling food that I knew to be out of date

but concealed this information, the people who I am selling to might buy the food, but if they knew it was out of date

they probably would not.

Fake news is a form of asymmetric information. It leads us to form opinions and make decisions that we might not if we

had access to all of the information. Much of the internet is ‘open source’, i.e. anyone can author and edit information

online with little or no moderation. Fake news has been a significant contributor to issues such as radicalisation and

discrimination.



Deep fakes

Deep fakes are another form of fake news. They use technology to mimic the likeness of someone to deliver false 

information. Very simply, it is possible to realistically put words in someone else’s mouth. The clip linked here (‘It’s Getting 

Harder to Spot a Deep Fake Video’ by Bloomberg YouTube) shows you just how easy it is to create a deep fake video, and 

how convincing they could be when watched on a small or lower quality screen. There are further advancements in 

technology all of the time, remember that this clip is almost four years old.

Image taken from an article by TheNewstack.io

It is important therefore that we know how to spot and challenge fake news to allow us to;

• Have a balanced view of the world around us

• Have informed discussions about issues we are passionate about

• Form a realistic view of different parts of society

• Express ourselves online in ways that consider other viewpoints

JHGS students in Year 9 this year explored the issues surrounding fake news and misleading information as part of the 21st 

Century Skills programme.

A simple three step method to spot fake news (adapted from an Internet Matters article)

1. Read it

Often headlines are designed to grab your attention - persuasive 

language and out of context quotes or facts can be used to do this even 

by genuine news stories. Clickbait is when the title of online media such 

as videos uses images or text to entice you in - the content often does 

not seem in any way relevant.

As headlines can be misleading, make sure that you read the WHOLE 

story.

https://www.youtube.com/watch?v=gLoI9hAX9dw
https://www.internetmatters.org/issues/fake-news-and-misinformation-advice-hub/protecting-children-from-fake-news/


2. Check it
There are a seven  questions that we can ask ourselves to begin to identify if something is real or fake.

Image from WikiCommons File:Confused Felipe.jpg by Felipelbazeta

If the information is in image form you can use Google’s reverse image search feature. This allows you to point Google 
Search at an image online (or it can be uploaded) to see if it appears elsewhere in the same or different context. This video
produced by Common Sense Education shows you exactly how to do this.

In addition the following sites can be useful to check authenticity of information;
Fullfact - Bad information ruins lives. We’re a team of independent fact checkers and campaigners who find, expose and 
counter the harm it does.
Snopes - Snopes is the internet’s definitive fact-checking resource. We always link to and document our sources so readers 
are empowered to do independent research and make up their own minds. [Please note that this site is funded by 
advertising]
Newsguard - bringing more information to people about the news sources they encounter online is our only business.

3. Wait
Even if the information passes these checks, treat it with caution to see what other people say about it. Spreading fake 

news is as damaging as creating it in the first place.

When all is said and done, you are better off checking the forecast, grab your Whimbling Iron and spend some time in the 

garden this summer practicing Parfact instead.

Wishing you an enjoyable summer break.

1. Who wrote it? 
Checking the author 

can help to see if they 
are likely to have a 
biased perspective. 
Have they produced 
anything else online? 

Who do they work 
for?

5. Who is it written for? - the intended audience and where it is 
published (including where links to the information are posted) is 

useful to find out if there was an ‘agenda’ or purpose behind 
producing it. An article written by a sports team for its supporters 

newsletter is likely to be favourable to the club for instance.

2. Is this a promoted or paid piece of 
content? If another organisation is paying for 
the material it is likely that they will influence 
the content, and it will be favourable to them 

and their opinions.

7. Does it trigger an emotion in you? 
Fake news is often written to 

stimulate anger or a similar string 
emotional response. This is because 
of the use of emotive language that 
is intended to persuade you rather 

than simply inform you.

3. Is the information 
on a reputable site? 

Or can you find 
corroboration on 

other trusted sites? If 
you are unable to find 
the same information 
confirmed elsewhere 

it may not be genuine.

6. Does the information contain 
forward links? If so think about 
the nature and agenda of these 

sites to. An article that looks 
genuine but has lots of links to a 
untrustworthy site may be trying 

to fool you into trusting it.

4. Check the date. Not all fake news 
is genuinely made up. Many fake 

news stories actually use information 
out of time context - like using old 

photos to distort what is being 
represented. Is the article up to date, 

or does it not reflect the latest 
information available.

https://www.youtube.com/watch?v=p5e9wTdAulA
https://fullfact.org/about/
https://www.snopes.com/
https://www.newsguardtech.com/


Reporting concerns

If you have an esafety concern, there are a range of sources of help and advice available. If the event takes place in

school, during a school organised activity, or using school accounts or equipment, please email esafe@jhgs.bucks.sch.uk

providing as much information as you can. Please note that this email is monitored by the safeguarding team, and it may

be necessary to pass on details to other agencies including the Police.

You can contact the CEOP (Child Exploitation and Online Protection) team who are part of the National Crime Agency via

https://www.ceop.police.uk/safety-centre/, for any activity you feel may be illegal, but you should contact the Police

directly if you feel that your information is urgent.

Alternatively agencies such as Internet Matters, the NSPCC and Childline have reporting facilities for any other concerns

that you may have. The Internet Matters page also includes information on how to report inappropriate social media

posts.

Glossary on online terms

I hope that the information contained and referenced in this newsletter has been useful and informative. I am very

conscious that the online lexicon is ever changing and often confusing. As such Internet Matters have produced a

comprehensive glossary of terms that can be searched here.

Previous editions of the ESafety Newsletter have looked at…

● Spring 2022 … using apps to support better mental health

● Autumn 2021 …. the prominence and dangers of sexting

● Summer 2021 … conduct online, including hate crimes

● Spring 2021 … the dangers of phishing pharming and password security

● Autumn 2020 … keeping safe at home over the festive break

Content and links were correct at the time of publishing the newsletter.

Further reading from this newsletters topic;

• https://www.internetmatters.org/issues/fake-news-and-misinformation-advice-hub/protecting-children-from-fake-

news/

• https://saferinternet.org.uk/online-issue/misinformation

• https://www.stophateuk.org/about-hate-crime/what-is-online-hate-crime/misinformation-and-fake-news/

• https://www.childline.org.uk/get-involved/articles/how-to-spot-fake-news/

• https://www.nesta.org.uk/blog/fake-news-what-is-it-and-how-can-we-tackle-it/

Mr J Turner

Assistant Headteacher – Curriculum, Digital Strategy & Outreach

Click the button to make a report, and keep a look 

out for this symbol online to do the same.
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