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Esafety at Christmas

“Tis the season to be jolly careful” was the guidance recently offered by the government with 

respect to controlling the pandemic over the festive period. The season of giving will no doubt 

include gifts of items such as mobile phones, tablets and other digital communication devices - 

often for the first time. The NSPCC have created a useful guide on how to set-up a device 

safely this Christmas. Combined with the cold weather outside, lethargy generated by 

overindulgence in good eating, and the added reliance on connecting remotely with family and 

friends this year, boys are likely to be spending an increased amount of time online over the 

festive break. Hopefully you will find the following tips and resources helpful and informative 

in ensuring a happy and ‘esafe’ holiday period.

This is not a comprehensive guide to digital safety, but will cover the most frequent potential 

issues and provide links for further detailed guidance as needed. There are a number of 

dedicated charities who focus on online safety for children and young adults. Internet Matters 

is a not-for-profit organisation that has a simple purpose – ‘to empower parents and carers to 

keep children safe in the digital world’. Their website is very easy to navigate, and contains 

information on a wide range of issues: https://www.internetmatters.org/. I would highly 

recommend subscribing to the regular newsletters these organisations produce - you can 

subscribe to them by clicking on the following links and providing an email address: NSPCC and 

Internet Matters. Other newsletters are also available.

As a parent it is incredibly important to reflect on the resourcefulness and myriad of 

‘workarounds’ that boys and young men are capable of accomplishing. If certain activities are 

‘banned’ at home, it is highly likely that they will find alternative ways of covertly doing what 

was banned, but now secretly instead. In these circumstances there is almost no control on 

their activity. All WiFi routers will allow you to see a list of devices connected to them - this 

guide will cover the basics but is not router specific. Establishing a more open conversation, 

offering guidance and reasonable usage limits is perhaps a more effective longer term 

approach to keeping children safe online.

https://www.net-aware.org.uk/news/new-devices/
https://www.net-aware.org.uk/news/new-devices/
https://www.internetmatters.org/
https://www.net-aware.org.uk/newsletter/
https://www.internetmatters.org/about-us/enewsletters/
https://www.howtogeek.com/204057/how-to-see-who%E2%80%99s-connected-to-your-wi-fi-network/


Social Media

An important area discussed in the esafety lessons during the first term of Computer Science in 

Year 7, is the minimum age restrictions for creating accounts with social media platforms. It is 

not uncommon to find that half of the boys joining the school already have their own social 

media account. However the minimum age established by almost all of these platforms is over 

13 years old - reached during Year 8. WhatsApp requires users to be at least 16 years old when 

creating an account.

Many boys do not necessarily appreciate the issues of online trolling (a useful BBC Bitesize guide 

and video here), and how the comments made to one another and images shared are digital 

footprints that can be both tracked back to them, and which remain in the public domain for 

perpetuity. A simple comment can be copied and shared exponentially, and never fully taken 

back. Social media accounts can also allow people who have never physically met to connect, 

leading to potential exposure to sexting and grooming in the very worst case scenarios.

Further information for parents including how to manage and control certain features can be 

found at the following platform specific links:

● Instagram

● Facebook Parents Portal

● Oovoo

● Pinterest

● Snapchat

● TikTok

● Twitter

● WhatsApp

● Wishbone

● Youtube

● Yubo

Device management and ‘off hours’

Almost all device manufacturers have developed parental controls and management features to 

allow screen time and content access to be managed to some extent. The remit of what can be 

controlled varies significantly, and visiting the manufacturers website will give you more specific 

instructions. A number of companies including Apple have established ‘family accounts’ which 

link childrens user accounts to a parent account meaning control of which apps are installed and 

usage can be monitored. Children under 13 cannot create their own Apple account, and must 

have this set up as a linked child account.

https://www.bbc.co.uk/bitesize/articles/zfmkrj6
https://about.instagram.com/community/parents
https://www.facebook.com/safety/parents
https://www.internetmatters.org/hub/guidance/oovoo-safety-a-how-to-guide-for-parents/
https://protectyoungeyes.com/apps/pinterest-parental-controls/
https://www.internetmatters.org/hub/guidance/snapchat-safety-a-how-to-guide-for-parents/
https://www.commonsensemedia.org/blog/parents-ultimate-guide-to-tiktok#:~:text=TikTok%20allows%20parents%20to%20set,the%20app's%20Family%20Pairing%20feature.
https://phonespector.com/blog/twitter-parental-controls-how-to-protect-your-childs-account/
https://www.internetmatters.org/resources/whatsapp-safety-a-how-to-guide-for-parents/
https://www.internetmatters.org/hub/expert-opinion/wishbone-app-parents-need-know/
https://www.internetmatters.org/hub/guidance/youtube-tips-and-tricks-to-keep-your-children-entertained-and-safe/
https://www.internetmatters.org/hub/news-blogs/yubo-formerly-yellow-social-media-app-parents-need-know/


For further information on how to set-up linked and family accounts, click on the following 

links:

● Apple’s Family Sharing

● Amazon’s Household

● Your Family on Google (this will allow management of Chromebook accounts when they 

are not under the School’s managed hours. Please note that over the holidays the 

restricted hours of 8:45am to 3:45pm Monday to Friday will be suspended so that boys 

can log into other accounts whilst at home).

As most of our online access is facilitated by WiFi, a ‘lo-fi’ solution employed by some parents 

is simply to change the WiFi password daily and only give this to their children after a certain 

time, or after certain chores have been completed. Please note however that any devices 

which operate on a mobile network can still access the internet, albeit on a slower connection. 

Accessing data over the internet may also lead to higher costs due to data usage.

It is possible to set up web filters and parental controls on your WiFi to ensure that 

inappropriate content is not accessible. This page produced by the UK Safer Internet Centre 

offers setup guidance for the four main service providers: Sky, Virgin, BT and TalkTalk, who each 

offer this service free of charge.

Online Gaming

A significant number of consoles and games now exploit the internet to allow real time 

multiplayer gaming, where players can compete simultaneously with each other. It is not 

always obvious that a game will include this feature, but as a rule of thumb any game played on 

a console released in the past five years will almost certainly allow for this type of gameplay. 

Streamed images and connecting with unknown players is a real and obvious issue. Childline 

has produced an excellent guide to safe interactive gaming, which can be read here.

As a school we are aware that a large proportion of boys 

do participate in online gaming. Whilst it is important to 

connect with friends in a time with social distancing and 

physical restrictions on meeting up, it is wise for both 

boys and parents to understand the dangers of online 

gaming, and ensure that measures are taken to ensure 

that this is done safely.

https://www.apple.com/uk/family-sharing/
https://www.amazon.co.uk/myh/households
https://families.google.com/families
https://www.saferinternet.org.uk/advice-centre/parents-and-carers/parental-controls-offered-your-home-internet-provider
https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/online-gaming/


Reporting concerns

If you have an esafety concern for your child, there are number of sources of help and advice. If 

the event takes place in school, during a school organised activity, or using school accounts or 

equipment, please email esafe@jhgs.bucks.sch.uk providing as much information as you can. 

Please note that this email is monitored by the safeguarding team, and it may be necessary to 

pass on details to other agencies including the Police.

You can contact the CEOP (Child Exploitation and Online Protection) team who are part of the 

National Crime Agency via https://www.ceop.police.uk/safety-centre/, for any activity you feel 

may be illegal, but you should contact the Police directly if you feel that your information is 

urgent.

Alternatively agencies such as Internet Matters, the NSPCC and Childline have reporting 

facilities for any other concerns that you may have. The Internet Matters page also includes 

information on how to report inappropriate social media posts.

Glossary on online terms

I hope that the information contained and referenced in this document has been useful and 

informative. I am very conscious that the online lexicon is ever changing and often confusing. 

As such Internet Matters have produced a comprehensive glossary of terms that can be 

searched here.

Mr J Turner

Assistant Headteacher – Curriculum, Digital Strategy & Outreach

mailto:esafe@jhgs.bucks.sch.uk
https://www.ceop.police.uk/safety-centre/
https://www.internetmatters.org/report-issue/
https://www.internetmatters.org/resources/glossary/

