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A picture of Esafety

As we approach the holiday season it is a golden opportunity to unwind and enjoy the 

company of our nearest and dearest. The cold weather combined with possible new 

socialising restrictions mean that much of our conversation is likely to be online and onscreen.

A consequence of this is likely to be an increase in time using social media and sites that 

collect and share user generated content, such as YouTube, Tiktok and Instagram, as well as 

more traditional messaging. The disinhibition experienced behind a screen can lead people to 

behave in ways they would be unlikely to do face to face. NSPCC data suggests that around a 

third of those aged 11-13, regularly or sometimes livestream. This can lead to harm. 70% of 

children stating that the internet has aided them ‘making a good friend’, whilst more 

alarmingly 10% children on video chats have been asked to undress according to the NSPCC.

It is not particularly palatable, but ultimately timely, to focus on 

the underreported issues of inappropriate conduct and content 

between children, that is broadly categorised as ‘peer-on-peer 

abuse’ (PPA). Peer on peer abuse occurs when a young person is 

exploited, bullied and / or harmed by their peers who are the 

same or similar age; everyone directly involved in peer on peer 

abuse is under the age of 18. This includes abuse of a sexual 

nature, including sexting. Whilst I appreciate that this is not 

comfortable reading for parents, the lack of conversation around 

these topics is often cited as a contributing factor when issues 

arise. 

http://www.rscp.org.uk/downloads/file/112/peer-on-peer-abuse-advice#:~:text=Peer%20on%20peer%20abuse%20occurs,under%20the%20age%20of%2018.


Sexting

Sexting means sending or receiving sexually explicit videos, photographs, or messages via 

mobile phone or other digital device. An in-depth study conducted by Internet Matters.org 

found an alarming prevalence of this behaviour. At age 15 and over, 17% of teens are sharing 

explicit images, videos, or live streaming. If taken as an average, this would equate to about 31 

boys in Year 10 at JHGS - or five boys in each form. This accelerates quickly in the mid-teens, 

from 4% at age 13, to 7% at age 14. The rate then more than doubles between ages 14 and the 

15 and over age group, when around 1 in 6 have sent an image of themselves to someone else. 

Whilst it might be tempting to think that this would not be your son, can you really be sure? The 

study also found that 1 in 3 boys believed that sharing nudes was a normal part of relationships. 

Worryingly 18% of those who share photos were either blackmailed or coerced into sharing.

Once an image has been shared, it can be replicated exponentially - and is almost impossible to 

truly remove from the internet. Whilst those who produce such images hope that they remain 

with their intended recipient alone (true in 75% of cases - and therefore devaluing the warnings 

about the dangers), it is alarming that in April 2020 there were over 9 million attempts to access 

child pornography in the UK.

At the start of the Spring term, JHGS boys will spend a form time looking at the topic of sexting, 

including a short film produced by Childnet (‘Just Send It’) that considers the consequences of 

sexting amongst peers.

What does the law say about sexting? It is 

an offence to make, distribute, possess or 

show any indecent images of anyone aged 

under 18, even if the content was created 

with the consent of that young person. The 

law is contained in section 1 Protection of 

Children Act 1978. This includes between 

peers under 18. Indecent can include 

sexual pictures in underwear.

https://www.internetmatters.org/wp-content/uploads/2020/06/Internet-Matters-Look-At-Me-Report-1.pdf
https://www.childnet.com/resources/pshe-toolkit/crossing-the-line/sexting/just-send-it
http://www.legislation.gov.uk/ukpga/1978/37


Protecting young people from sexting

Internet Matters have produced a short video for parents available here.

The right time to talk to your son about the dangers of sexting are when they start using the 

internet (in addition to the JHGS E Safety lessons delivered at the start of Year 7 in Computer 

Science), or when they get their first internet enabled phone.

Internet Matters have a dedicated set of resources for parents on the steps that they can take -

it is very thorough and well worth reading.

In addition, and whilst it is hard to completely eradicate risks, there are a number of practical 

steps that parents can take to help protect their children.

1. View your child’s phone as a privilege to them, and something that you have a safeguarding 

right to access, especially if you pay the phone bill.

Whilst there is a balance to be struck with respecting a young person’s privacy, one of the 

widely accepted warning signals for inappropriate behaviour is secrecy, although it is of course 

perfectly natural for a teenage boy to want to distance from his parents and establish their own 

identity. Many phones are by default set up to automatically save images. The least intrusive 

way to check content therefore (if you are uncomfortable checking conversations) is to view the 

‘photos’ on a device. This maintains some privacy of conversations, but will show related media. 

Besides amusing memes, inappropriate content will be very obvious.

2. Encourage a culture of ‘phones out’ at home.

Most phones will flash incoming messages up onto the home screen when locked, with a short 

message ‘headline’ and sender identified. If you can establish a culture where phones are out in 

the open at home it can be easier to enquire or challenge messages received that do not seem 

innocuous.

https://www.youtube.com/watch?v=jgmDeT16JwM&feature=emb_imp_woyt
https://www.internetmatters.org/issues/sexting/protect-children-from-sexting/


Protecting young people from sexting

4. Install software to alert you of possible inappropriate content.

Whilst JHGS has not reviewed any software, and therefore cannot recommend specific 

solutions, there are a number of apps available that could offer digital help to parents and 

children.

• Gallery Guardian App (https://www.spaceotechnologies.com/project/parent-guardian-

app-gallery-guardian-ios-developers/) The app that gives you peace of mind by helping 

protect your child against inappropriate images.

• Zipit App (developed with Childline) ((https://www.childline.org.uk/info-advice/bullying-

abuse-safety/online-mobile-safety/sexting/zipit-app/) If someone's trying to get you to send 

nudes, use the Zipit app to keep the situation under control.

Parents of boys with iPhones can use the parental controls available with family sharing. This 

requires parental permission to download any apps, even free ones, and thereby enables more 

security for parents. Galaxy users can get further information about parental controls here.

The school has recently enabled the installation of ‘Family Link’ on school managed 

Chromebooks. This software allows parents to view device activity and manage apps.

3. Insist phones and internet enabled devices are charged / 

kept out of your child’s bedroom at night.

Aside from the benefits of reducing screen time and thereby 

aiding higher quality sleep, removing devices from a child’s 

bedroom will mean that during one of their most vulnerable 

times when they are getting dressed and on their own, they 

cannot take part in inappropriate activity. In addition there is 

also the benefit that any ‘late-night’ contact from others can be 

easily observed (see number 2).

https://www.spaceotechnologies.com/project/parent-guardian-app-gallery-guardian-ios-developers/
https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/sexting/zipit-app/
https://support.apple.com/en-gb/HT201304
https://www.samsung.com/us/support/answer/ANS00086102/
https://families.google.com/familylink/


Protecting young people from sexting

5. Check for high risk apps

There are a number of apps that are particularly ‘risky’ for children to access. It is worth 

checking to see if these are installed, and having a conversation with your children about them 

(list and description from famisafe):

i. Fem: Fem is a new free iOS video dating app for lesbians and bi-curious people. In the app, 

teens can meet new friends, meet singles, But also they may meet dangerous sex chat in the 

chat room and even more.

ii. CyberDust: CyberDust is an app that nearly looks like Snapchat. This Android app deletes any 

text people share after some time. Besides, it disables screenshots in most places on the app. 

Parents can hardly notice the dangers teens may meet.

iii. VapourChat: This is an app that takes messaging further by allowing users to un-send text 

and photos, and give the sender the power to control whether or not the recipient can copy and 

save the shared content. Parents should worry about the harassment teens may receive.

iv. Kik: Kik is an app that lets users send texts, pictures, and videos for free and without limits. 

But it presents a lot of other mini-apps that enable the user to do everything—from exchanging 

virtual greeting cards to chatting with strangers. It requires no real name, so teens' personal 

information may leak. Parents should notice this app and keep their kids safe.

v. Snapchat: Snapchat is immensely popular on iOS and Android. It is secure. But the app has 

brought a new feature that allows the recipient to pay for a replay of the previous photo and 

screenshot taking. Teens may meet strangers and suffer constant harassment.

vi. Confide: The original aim of the app was to privatize and secure a message. The app is 

notoriously popular among teens due to its screenshot-proof feature. Parents need to notice the 

problem and prevent teens from sexting.

https://famisafe.wondershare.com/blocker/anonymous-sexting-apps-for-teenagers.html


Reporting concerns

If you have an esafety concern for your child, there are number of sources of help and advice.

If the event takes place in school, during a school organised activity, or using school accounts

or equipment, please email esafe@jhgs.bucks.sch.uk providing as much information as you

can. Please note that this email is monitored by the safeguarding team, and it may be

necessary to pass on details to other agencies including the Police.

You can contact the CEOP (Child Exploitation and Online Protection) team who are part of the

National Crime Agency via https://www.ceop.police.uk/safety-centre/, for any activity you feel

may be illegal, but you should contact the Police directly if you feel that your information is

urgent.

Alternatively agencies such as Internet Matters, the NSPCC and Childline have reporting

facilities for any other concerns that you may have. The Internet Matters page also includes

information on how to report inappropriate social media posts.

Glossary on online terms

I hope that the information contained and referenced in this document has been useful and

informative. I am very conscious that the online lexicon is ever changing and often confusing.

As such Internet Matters have produced a comprehensive glossary of terms that can be

searched here.

Mr J Turner

Assistant Headteacher – Curriculum, Digital Strategy & Outreach
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